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With the confirmation of Jay Clayton as the Chair of the Securities and Exchange Commission, comments
made last month by the Acting Enforcement Director, Stephanie Avakian, regarding the importance of
accurate reporting in the area of cybersecurity, and consequences of inaccurate reporting, may get lost. At a
speech last month, Ms. Avakian, on behalf of the SEC, told an audience of corporate attorneys, We’ve not
brought an action in that space. Could I see a circumstance where we do? Absolutely. Ms. Avakian softened
these comments later in the speech, however, suggesting the SEC was not looking to second-guess good
faith disclosure decisions.

Going forward, though, how should public companies react to Ms. Avakian’s statements? With at least some
degree of caution. After all, the SEC has a history of honing in on an area of interest and filing lawsuits in
waves. Take the glut of lawsuits filed in the mid-2000s regarding backdated stock options, for example.
What started as a compensation system used by thousands of companies turned into a key target for the
SEC’s Enforcement Division, with dozens of civil lawsuits filed, and a number of officers and directors going
to prison in related criminal actions. Cybersecurity reporting is obviously not the same stock option
backdating. However, like backdating it has been repeatedly described as an area of focus for the SEC. And
because cybersecurity issues remain relatively new and regulators are eager to catch up with emerging
technologies, this area could be low hanging fruit. Hackers are not going away, and it is likely that every
company will be compromised at some point. So what will happen if the Enforcement Division decides to
look closely at the disclosures of public companies after hacking events?

No one knows for sure. There is no reason to believe that companies that take good faith measures will be
the target of an enforcement action. But one can look to the FCC’s pursuit of companies that it believes
failed to take proper steps to secure its data for a hint at what may come. These companies, such as
Wyndham Hotels, thought they had taken good faith cybersecurity measures, and still ended up in the
crosshairs. For now, the only recourse public companies can take is to review their reporting disclosures for



accuracy and keep an eye on how the SEC handles matters going forward.


